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CHIPS Act At A Glance

Creating Helpful Incentives to Produce
Semiconductors for America Act
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CHIPS and Science Act

v:) Support Critical Technology Research and Standards
e Support U.S. Manufacturing
Addresses Pressing Technology Challenges
Ji Helps Tackle Climate Change
@» Promotes U.S. Competitiveness in International Standards
NIST Creates a 215t Century NIST

It includes a full NIST reauthorization
Increases NIST funding by 40 percent to $1.5 billion in fiscal year 2023
It is only authorization.



IST NIST Wide Critical and Emerging Technologies
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Zero Trust Architectures — Guidance and Implementation NIST

The Zero Trust Architecture
(ZTA) team at NIST’s National
Cybersecurity Center of
Excellence (NCCoE) has
published volume B of a
preliminary draft practice
guide titled “Implementing a
Zero Trust Architecture”



https://www.nccoe.nist.gov/projects/implementing-zero-trust-architecture

Revision to Cybersecurity Framework

“[NIST’s] CSF is one of the leading frameworks for
\ private sector cybersecurity maintenance. We

CYBERSECURITY want private and public sector organizations to

. FRAMEWORK help make it even more useful and widely used,

including by small companies.”

\

Commerce Deputy Secretary Don Graves




DevSecOps Workshop

9f 1 |
3 :;“'g ~ DevOps brings together software development
: @ ' = and operations, shortening development
| E ¢ W cycles, making organizations more agile, and
- i ' ::*-h"f“ taking advantage of cloud-native technology

B and practices. Industry and government are
rapidly implementing these practices, but often
do so without a full understanding and
consideration of security.



Artificial Intelligence update

NIST Al Risk Management Framework
Playbook

Statistical/ Computational Biases

Welcome to the draft NIST Al Risk Management Framework
(Al RMF) Playbook — a companion resource for the Al RMF.

The Playbook includes suggested actions, references, and
documentation guidance for stakeholders to achieve the
outcomes for “Map” and “Govern” — two of the four proposed

A culty of risk. . N .
e functions in the Al RMF. Draft material for the other two

cultivated and
present

functions, Measure and Manage, will be released at a later

date.

This draft Playbook is being released to allow interested

parties the opportunity to comment and contribute to the first

complete version, to be released in January 2023 with the Al

RMF 1.0. The Playbook is an online resource and will be

Review FAQs hosted temporarily on GitHub Pages.

NIST welcomes feedback on this draft Playbook.

Credit: Hanacek, NIST

Al Risk Management Framework draft Building Al RMF Workshop #3, Oct Draft Playbook Companion to the Al
and workshop, Mitigating Al Bias in 18-19 Framework
Context



NATIONAL INITIATIVE ON CYBERSECURITY EDUCATION NIST

NATIONAL INITIATIVE FOR CYBERSECURITY DUCATION eNEWSLEﬂ

Katzcy Teams up with

NIST on Cybersecurity

Games

OCTOBER 21, 2022

Katzcy®, a woman-owned
small business, has
signed a five-year
cooperative agreement
with the DOC and NIST
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https://www.nist.gov/news-events/news/2022/10/katzcy-teams-nist-cybersecurity-games

Congressional Hearings or Briefing

©

TRUSTWORTHY Al:
MANAGING THE
RISKS OF ARTIFICIAL
INTELLIGENCE

House Committee on Science, Space and
Technology, Subcommittee on Research
& Technology Sept 29, 2022

©

EXPLORING CYBER SPACE:
CYBERSECURITY ISSUES FOR CIVIL
AND COMMERCIAL SPACE SYSTEMS

House Committee on Science, Space
and Technology, Subcommittee on
Space and Aeronautics
July 28, 2022

o

PRIVACY IN THE
AGE OF
BIOMETRICS

House Committee on Science, Space

and Technology, Subcommittee on

Investigation and Oversight
June 29, 2022
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Return to NIST Campus




2022
Celebrating 75 years of applied math and statistics at NIST

2022
Celebrating 50 years of Cybersecurity research at NIST

On September 29t ITL launched the

e
- @

(™ 2023
: CeLeErat'i:ng 60 years of Biometrics research at NIST.
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https://lnks.gd/l/eyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDEsInVyaSI6ImJwMjpjbGljayIsImJ1bGxldGluX2lkIjoiMjAyMjEwMTEuNjQ5NTQ5NTEiLCJ1cmwiOiJodHRwczovL2NzcmMubmlzdC5nb3YvbmlzdC1jeWJlci1oaXN0b3J5In0.6t4Kp54cdZ52oFn8nULB6nctAKxi88voTmgMwtL0yoI/s/81104006/br/145553274618-l

Take A Walk Through Time

NIST Cybersecurity Program History and Timeline

For 50 years, NIST—formerly the National Bureau of Standards (NBS), until 1988—has conducted cybersecurity research and developed cybersecurity guidance for industry, government, and academia.
Since 1972, NIST has made extraordinary advancements in cybersecurity, leading the effort to the current state of technology that exists today.

To highlight many of these accomplishments and honor the hard work and dedication by NIST's cybersecurity staff, NIST has developed the NIST Cybersecurity Program History and Timeline. The
timeline provides an overview of the major research projects, programs, and ultimately, NIST's cybersecurity history.

This history has been compiled by bringing together several sources of information, including written contributions from and interviews with current and former NIST employees, the Annual Reparts on

cybersecurity produced by NIST starting in 2003, and current and past NIST webpages and publications.
Also see our 50th Anniversary of Cybersecurity at NIST site for events, blogs, and other resources!
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August 1979
Automatic Data Processing
Risk Analysis Guidance

FIPS 65 described a method for performing risk
assessments based on the work of the IBM Corporation's
Robert H. Courtney, Jr.
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Some Recognitions

Congratulations to Ram Sriram, who has achieved the status of IEEE Life Fellow Status in
recognition of many years of loyal membership and support of the activities.

Congratulations to Raghu Kacker, who was recently named Fellow of the Washington
Academy of Science for outstanding contributions in enabling the field of combinatorial
testing in measurement science and software engineering.

Congratulations to Kamran Sayrafian, who was recently named Fellow of the Washington
Academy of Science for recognition of outstanding contributions to mathematical and
computational modeling of Body Area Networks.

Congratulations to Paul Patrone , who received the Excellence in Research in Applied
Mathematics Award from the Washington Academy of Science.

Congratulations to Barbara Guttman (SSD), who received the Leadership in Forensic
» Science Award from the Washington Academy of Science.

Congratu’fations to the members of the Image Group in IAD who were recognized with the Service and
. Leadership Award.at the 2022 Federal Identity Forum. The Image Group’s contactless fingerprint :
research team was also recognized as a finalist for the 2022 Federal Identity Forum Best Educafional
: 7 Effort Award

@ 1)


https://events.afcea.org/fedid22/public/Content.aspx?ID=98188
https://events.afcea.org/fedid22/public/Content.aspx?ID=98188
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